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Abstract—In this paper, we propose a structural importance-
aware approach to quantify the vulnerability/de-anonymizability
of graph data to structure-based De-Anonymization (DA) attacks
[1][2][3][4]. Specifically, we quantify both the seed-based and the
seed-free Relative De-anonymizability (RD) of graph data for both
perfect DA (successfully de-anonymizing all the target users)
and partial DA (where some DA error is tolerated) under a
general data model. In our relative quantification, instead of
treating all the users in graph data as structurally equivalent,
we adaptively quantify their RD in terms of their structural
importance. Leveraging 15 real world graph datasets, we validate
the accuracy of our relative quantifications and compare them
with state-of-the-art seed-based and seed-free quantification tech-
niques. The results demonstrate that our structural importance-
aware relative quantifications are more sound and precise when
measuring graph data’s real vulnerability/de-anonymizability.

I. INTRODUCTION

Graph data (e.g., social network data, contact data, health-
care data) are critical for academic research, government ap-
plications, commercial collaborations, healthcare applications,
and other data mining tasks [1][5][6][7]. Therefore, graph
data are frequently shared with researchers, government agen-
cies, commercial parters, and other individuals/organizations
[11[5][6][7]. One of the most notable characteristics of graph
data is that the data items are structurally correlated with each
other in addition to the semantic information they carried
[1][5][6][7]. For instance, a user of a social network is
correlated with other users in the network in addition to the
profile information associated with him/her. On one hand,
the correlations carried by graph data make the data useful
for comprehensive analysis and meaningful applications (e.g.,
commercial and healthcare data mining and analysis tasks [1]).
On the other hand, these correlations allow graph data to suffer
security and privacy threats since adversaries can leverage
them to infer private information about the users/systems
who generated the graph data. As shown by recent research,
anonymized graph data can be successfully de-anonymized in
large-scale by structure-based De-Anonymization (DA) attacks
[LI[S161[7].

To understand “the underlying reason for the success of
existing structure-based DA attacks”, recently, the concept of
graph data de-anonymizability quantification has garnered sig-
nificant research [5][8][9][10][11], where researchers study the
following: based on graph data’s structural information, why
graph data can be de-anonymized, what are the DA conditions,

and how many users are de-anonymizable, i.e., graph data de-
anonymizability quantification can quantitatively examine how
vulnerable/de-anonymizable any (anonymized) graph dataset
is given its structure. Therefore, graph data de-anonymizability
quantification techniques can be employed to examine the the-
oretically achievable vulnerability of both raw and anonymized
graph data, and can thus evaluate the effectiveness of an
anonymization scheme. Furthermore, the quantification results
can serve as auxiliary information that is useful for future
anonymization technique design and DA attack evaluation.

However, existing de-anonymizability quantifications
[S1[8]1[9][10][11] are limited due to some of the following
reasons. First, most existing quantification techniques are
either fully based on seed information, e.g., [8][10][11], or
do not consider seed information at all, e.g., [5][9], which
is an incomplete approach to graph data de-anonymizability
analysis. Second, most existing quantification techniques are
based on an impractical data model (e.g., the Erdos-Rényi
(ER) model) and/or make impractical assumptions (e.g.,
dense seeds are available). Finally, all the existing techniques
do not take into account the structural/topological importance
of users in their quantifications. In practice, different users
may have very different structural importance, e.g., the users
with the maximum and minimum degrees are structurally
different [2][12]. Therefore, existing quantification results
are incomplete with regards to quantifying graph data’s
actual/precise structure-based de-anonymizability, i.e., they
are inaccurate in quantifying graph data’s actual vulnerability
to structure-based DA attacks (we summarize existing de-
anonymizability quantification techniques and discuss their
limitations in detail in Sections II).

Contributions. To address the limitations of existing tech-
niques, we study the structural importance-aware Relative
De-anonymizability (RD) of graph data in this paper. Instead
of treating all the users as equivalent, we quantify the de-
anonymizability of anonymized graph data adaptively and
accurately by taking into account users’ structural differences.
Specifically, our contributions are summarized as follows.

1) We introduce the concept of structural importance-
aware RD of graph data. Specifically, we formally define
0-RD and (6, €)-RD of graph data, where 6 indicates the
target DA users according to their structural importance
and e characterizes the tolerated DA error by a DA
scheme.



2) Under a general data model, we quantify the seed-based
RD of graph data for both perfect DA (de-anonymizing
all the target users) and partial DA (where some DA er-
ror is tolerated). Our seed-based quantification provides
the most accurate theoretical foundation for the success
of existing seed-based DA attacks (e.g.,[1][2][3]).

3) Under a general data model, we also quantify the seed-
free RD of graph data for both perfect DA and partial
DA. Our seed-free quantification provides the most ac-
curate theoretical foundation for the success of existing
seed-free DA attacks (e.g., [4][5]).

4) Leveraging 15 real world graph datasets, we conduct
a large-scale evaluation of our RD quantification tech-
niques. We also evaluate the performance our quantifica-
tions against that of state-of-the-art quantification tech-
niques. The evaluation results demonstrate that our struc-
tural importance-aware RD quantification techniques are
more sound and accurate when measuring graph data’s
real vulnerability/de-anonymizability.

The reminder of this paper is as follows. In Section II, we
summarize the related work. The system model and prelim-
inaries are given in Section III. We quantify seed-based and
seed-free RD of graph data in Sections IV and V, respectively.
The large-scale evaluation is conducted in Section VI. We
conclude this paper in Section VII.

II. RELATED WORK
A. Graph Data DA

In [3], Backstrom et al. proposed both active and passive
DA attacks to graph data based on subgraph pattern matching.
Later, Narayanan and Shmatikov proposed the first scalable
and robust two-phase DA attack in [1], where the first phase
is used for seed identification and the second phase is for
DA propagation. In addition, Narayanan et al. studied how to
perform link DA in [13] leveraging node/user DA. In [14],
Nilizadeh et al. extended the attack in [1] and presented a
community-enhanced DA attack. In [6], Srivatsa and Hicks p-
resented three two-phase attacks similar to [1] to de-anonymize
contact graphs (constructed from mobility traces). In [2], Ji
et al. proposed another seed-based two-phase DA framework.
There are also seed-free DA attacks, e.g., in [5], a seed-free
optimization-based DA attack is designed. In [7], Ji et al.
developed SecGraph, a uniform and open-source evaluation
system for graph anonymization and de-anonymization.

B. De-anonymizability Quantification

1) Seed-based Quantification: In [10], Yartseva and Gross-
glauser quantified the de-anonymizability of graph data by
analyzing a percolation-based graph matching algorithm under
the Erdés-Rényi (ER) random graph model G(n, p) (a random
graph consists of n nodes/users, and an edge exists between
any pair of nodes with probability p). However, it is seldom
to see that any real world graph data following the ER model
(if not possible) [5][12], the quantification under the ER
model is only mathematically meaningful but not practical.
Nevertheless, it can shed light on more practical quantification.

Another limitation of [10] is that it leverages seed-associated
structural information for de-anonymizability quantification. In
fact, as shown in [9][5], graph data is de-anonymizable based
solely on data’s structural information, i.e., without seeds.

Following the same direction, Korula and Lattanzi con-
ducted another seed-based de-anonymizability quantification
of graph data under both the ER model and the Preferential
Attachment (PA) model [11]. However, the quantification in
[11] is valid under a strong assumption of existing dense
seeds (O(¢ - n) available seeds, ¢« € (0,1] is a constant),
which is not true for real world DA attacks. Recently, Ji et
al. also quantified the seed-based de-anonymizability of social
networks [8] under the ER model and a statistical model.

2) Seed-free Quantification: In [9], Pedarsani and Gross-
glauser quantified the de-anonymizability of graph data under
the ER model. Again, the quantification is under the math-
ematical ER model, which cannot be applied to real world
graph data [5][12]. Ji et al. improved the quantification in [9].
Similar to [9], the authors did not employ seeds neither.

III. SYSTEM MODEL, DEFINITIONS, AND PRELIMINARIES

In this section, we present the system model for RD quan-
tification. To provide consistency, we employ the same data
model, assumptions, and notations with existing quantification
work [S][9][10][11].

A. Data Model

Since we focus on structure-based de-anonymizability quan-
tification, we model the anonymized data as a graph denoted
by G* = (V*, E*), where V® = {i]i is an anonymized user}
is the user set and E* = {ef[i,j € V} is the edge/link set
[S1[8][9][10][11]. To de-anonymize G*, we assume there is an
auxiliary graph G* = (V¥ E") available, where V* = {i|i
is a known user} and E* = {ej';|i,j € V"} are the user and
edge/link sets, respectively [5][8][9][10][11]. As indicated in
[11[51[6][81[13], G* is widely available and can be obtained
through multiple means, e.g., online crawling, data aggrega-
tion, regular data publishing by companies and government
agencies, advertising, and third-party applications.

For facilitating our quantification, we restate the two as-
sumptions in [5][8][9][10][11]. First, we assume V¢ = V*
although we do not know the exact mappings between the
users in V® and V*. Note that, this assumption does not
limit existing works [S][8][9][10][11] nor our quantification.
In the case that V* £ V% we can simply make V¢ = V* by
adding users in V% \ V* (resp., V¢ \ V%) to V¢ (resp. V*)
as isolated nodes (with degree of 0). Second, following the
first assumption, we assume that G* and G* are two sampled
graphs of an underlaying conceptual graph G = (V,E),
where V. = V¢ = V* = {iJi is a physical user} and
E = {e;jli,j € V} characterizes the possible real world
physical relationships (edges/links) among the users in V. For
instance, given a group of people, their Facebook network
mainly carries their friendship relation while their LinkedIn
network mainly carries their career connections. Mathemat-
ically, this assumption can be formalized as Ve;; € E,



Pr(e;; € E%) = s, and Pr(e; ; € E") = s, where s, and
sy, are the sampling probabilities of G* and G", respectively.
Note that, the second assumption is only for the mathematical
purpose of conveniently quantifying the structural similarity
between G* and G* and does not limit the generality of our
quantification!. Even without this assumption, the derivations
in [8][5][9][10][11] and this paper are still valid, however,
they will be much more complicated (in that scenario, we
need to define more functions to characterize and calculate
the structural similarity between G* and G*).

Now, we define some useful notations. We assume |V| =
n and |E| = m. Vi € V, we define its neighborhood and
degree as N; = {jle;; € E} and d; = |N;|, respectively.
Without loss of generality, we assume d; < d; for ¢ < j,
which implies dy < dy < -+ < d,,. YU C V, we define
ny = |U|, By = {e;; € Eli,j € U} be the set of edges
among the users in U, and my = |Ey|. Furthermore, VU C V,
we use 0¥ and 65 to denote its smallest and second smallest
degrees of the users in U, respectively, and use AY and AY
to denote its largest and second largest degrees of the users
in U, respectively. For instance, when U = V, 5%’ = dy,
6y = dy, AY =d,,, and AY =d,,_;. Given U, W C V and
UNW = (), we define the set of cross edges between U and W
as EU,W = {em- € E‘Z € U,] € W}, and myw = |EU,W|-

To make our quantification general, as done in [5], we
assume G follows the configuration model [12], under which
G can have an arbitrary degree sequence that follows any dis-
tribution. For Vi,7 € V, let p; ; be the probability of an edge
existing between ¢ and j. Then, following the key properfiydof
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the configuration model, we have p; ; = 5~ =~ -2,
as m—r oo

For YU C V, we define Iy = min{p; li,7 € U} and
hy = max{p; ;|i,j € U} be the minimum and maximum
existing probabilities of the edges in Ey, respectively. Fur-
thermore, given ¢ € V, U C V, and i ¢ U, we define
li,U = min{pi,jU S U} and hi,U = max{pi’j|j S U} be
the minimum and maximum existing probabilities of the edges
in E{i},U-

In the following discussion of this paper, to minimize confu-
sion, we use 1, €; ;, d;, N;, and other notations interchangeably
in the contexts of G, G, and G". For some specific scenarios,
we use superscripts ‘a’ and ‘u’ to distinguish between the
contexts of G* and G", respectively.

B. Relative De-anonymizability

Now, we formally define RD. First, we formally define a DA
attack. Given G and G*, a DA attack is defined as a mapping
[51, [8], [9]: 0 : V® — V™ as shown in Fig.1 (which indicates
a mapping form G* to G%), i.e., o = {(i,0(2))]i € V*}.

'In practice, G may be obtained by anonymizing the raw data using
any graph anonymization technique. Meanwhile, G* may be any specific
auxiliary graph of the anonymized users. However, it is also reasonable to
consider G* and G* are correlated and structurally similar [2][5][9][15]. For
instance, if two users are connected on Facebook, they are also more likely
to be connected on LinkedIn compared to two arbitrary users without any
connection on Facebook. In consideration of this, we introduce and use the
conceptual graph G to simplify the characterization and formalization of the
structural similarity between G* and G*.

Fig. 1.

A DA attack.

Under o, Vi € V?, o(i) € V* U {L}, where L is a special
not existing indicator. Furthermore, Veﬁj € E?, let O’(G?’ j) =
eo(i)o(j) and YU C B9, o(U) = {o(ef;)lef; € U}. Since
we assume V¢ = V¥ we define ¢ € V* is successfully de-
anonymized if o (i) = i. Then, given a mapping o, we say it
is a k-error DA, denoted by oy, if there are k users that are
incorrectly de-anonymized, i.e., exists k£ mappings (4,0 (%)) in
o such that (i) # 4. Specifically, when k = 0, o is called
the perfect DA.

As we discussed before, in a given G, different users
have different structural importance for structural DA attacks.
Therefore, instead of treating all the users the same as done
in previous quantifications [5][8][9][10][11], we study this
problem under a more general context, where we quantify
the de-anonymizability of users adaptively according to their
relative structural importance. According to the empirical
results in [2], a user with a higher degree implies it has higher
structural importance, e.g., closeness centrality, betweenness
centrality [12]. Therefore, we measure users’ structural impor-
tance according to their degrees. Then, we define G’s 6-RD
as follows.

Definition III.1. 6-RD and O-relative DA. Given G, G¢,
G" and 0 € [0,1], let Vg = {n,n—1,---,(1 — O)n + 1}
be the users in G with top On degrees (without loss of
generality, we assume On is an integer value). Then, G* (or
equivalently, G) is 6-relatively de-anonymizable if all the users
in Vy are perfectly de-anonymizable based on their structural
information carried by G* and G". Furthermore, given o, if
all the users in Vy are perfectly de-anonymized, o is a 0-
relative DA.

From the above definition, we can see that when 6 = 0,
6-RD turns to be the de-anonymizability definition considered
in [5][8]-[11]. Therefore, the quantification problem studied in
[S1[8]-[11] can be considered as a special case of f-relative
DA (we formally state this later). To make our quantification
more applicable, we also consider the scenario that o tolerates
some DA error, indicated by € € [0, 0], as follows.

Definition IIL.2. (0,¢)-RD and (0,¢)-relative DA. Given
G,G*G",0, and ¢ € [0,0], G* (or G) is (0,¢)-relative
de-anonymizable if at least (6 — €)n users in Vy can be
perfectly de-anonymized based on their structural information.
Furthermore, o is a (0, €)-relative DA if at least (0 —€)n users
in Vy are perfectly de-anonymized under o.

To measure the performance of a de-anonymization attack
o, we use the edge difference between G* and G* under o [5],
[8], [9], which is defined as ¥, = |o(E*)\ E*|+ |0~ 1(EY)\



E“|, i.e., ¥, counts the number of edges that appeared in
one graph (G®/G") while not appearing in another graph
(G*/G®). Furthermore, YU C F, the edge difference between
G* and G" associated with edges in U under o is defined as
Voy = |o(U)\U"| + |0 H(U*) \ U°].

IV. SEED-BASED RD QUANTIFICATION

In this section, we study the scenario that an adversary has
some seed knowledge. We denote the known seed set as S =
{ili € V,i is a seed} and let A = |S|. For simplicity, we
first assume that G* and G* are sampled versions of G with
the same sampling probability s, i.e., s = s, = s. Then, we
extend our quantification to the case that s, # s,.

A. 0-RD

For Vi € V \ S, let I; = l;s, hi = h;g. Define
fs _ s(l; (1 h; s)+l (1—h;s)—2h; (1 5))?2 We
s zEVs\S,]EV\(SU{ D 8(1; (1— h i8)+li(1—h;s)+2h;(1—s)) *
quantify the condition to de-anonymize a user given S as
follows.

Theorem 1. For Vi € V'\ S, if s >

GevA(su{iy) 2himlihi =i

and A = Q(%) then it is asymptotically almost surely
(a.a.s.)? that i is perfectly de-anonymizable given S.

Proof Sketch: Yv € S, Pr(e;, € E) = p;, under the con-
figuration model. Furthermore, for mapping (7,%), e; ., causes
an edge difference if it is sampled into one graph (G*/G")
while not into the other (G*/G®). Therefore, we have Pr(e; ,,
induces one edge difference to mapping (4,4)) = 2p; ,s(1—s).
Similarly, if ¢ is incorrectly de-anonymized to some j # 4,
then we have Pr(e;, /ej,v induces one edge difference to
mapping (4,7)) = pivs(l — pjws) + Pjus(l — piys). Let
E; s = {ein|v € S}, X be a random variable counting the
edge differences for mapping (4,7) caused by edges in E; g,
and Y be a random variable counting the edge differences for
mapping (¢, j # i) caused by edges in F; ¢ and Ej g. Then,
we have X ~ 3 B(1,2p;,s(1 —s)) < B(A,2h;s(1 — s))

veES
and Y ~ Z B(Lpi,vs(l - pj,vs) + pj,vs(]- - pi,vs)) Z
-) is a binomial

veS
B(A,l;s(1—hjs)+1;s(1—h;s)), where B(-,
distribution. Let Ax and Ay be the mean values of X and

Y, respectively. Since s > ma % we
UGSJEV\Sjyéz Piv Pjv

have Ay > Ax. Then, applying the Pedarsani-Grossglauser

_ 2

Lemma [9], we have Pr(X > Y) < 2exp(—%) <

2exp(—Af) < 2exp(—2Inn—1) < 4. Since Y. I < oo,
n>1

according to the Borel-Cantelli Lemma, Pr(X > Y) T
0 Pr(X<Y) = i is perfectly de-anonymizable
based on the edgendiff%rence relative to S. O

Note that, the conclusion in Theorem 1 is valid not only
for any user in Vj \ S but also for any user in V' \ S. Now,
based on Theorem 1, we quantify a stronger conclusion, which
indicates the condition to perfectly de-anonymize all the users

— 1, 1e.,

2Asymptotically almost surely (a.a.s.) implies that as n — oo, with
probability goes to 1 an event happens.

in Vp\ S, i.e., the 8-RD of G°. Let £° be the event that there
is at least one incorrectly de-anonymized user in Vy\ S. Then,
we have the following theorem.

2h;—li—l;

Theorem 2. If s > S— T
4 iEVo\ S eVA(SUfi}) 2T i
Q(MTL;{M) it is a.a.s. that Pr(€%) — 0, i.e., G* is
Y s . n—oo
O-relatively de-anonymizable.

and A =

Proof  Sketch: Based on the  Boole’s in-

equality and Theorem 1, we have Pr(&%) <

> Pr(i is incorrectly de-anonymized) <

i€Vp\S

> 2exp(—Aff) < 20nexp(—Aff) < 3. Then,

i€Vp\S

according to the Borel-Cantelli Lemma, we have

Pr(&%) — 0. O
n—oo

B. (0,€)-RD

Now, we study the DA that tolerates some DA error, i.e., the
(0,€)-RD of G®. Let Vg_. = {n,n—1,--- ,(1+e—0)n+1}.
Then, we demonstrate the quantification in Theorem 3.

Theorem 3. If s > max 2h —l;—1,
i€V \S,jEV\(SU{i}) 2

Ri—lihy—l;hs
A= Q(W) it is a.a.s. that G® is (0, €)-relatively
de-anonymizable.

and

Proof Sketch: To prove this theorem, it is sufficient to
quantify the condition under which there exists a perfectly de-
anonymizable subset of Vy of size at least (6 — ¢)n. Here, we
consider Vp_. since the users in this set have higher structural
importance, i.e., they carry more structural information. Let
&2 be the event that there is at least one incorrectly de-
anonymized user in Vy_.. Thus, it is sufficient to prove that it
is a.a.s. Pr(&?) - 0. Then, based on similar arguments as

n—
in Theorem 2, this theorem can be proven. |

C. Extension: sq # Sy

In the previous quantification, we assume s, = S, = s.
In reality, it is possible that s, # s,. Now, we quantify
the 0-RD and (6,¢)-RD of G“ in this case. Let =

Saﬁu
min
1€Vp\S,jeV\(SU{i})
((2h;i—lih;—1hi)sasut(li—hi)sat+(lj—hi)su)?
S((L, TR ) oa b (L, +h)su— (Rt L, F1,h)s,s,) - We have the fol-
lowing theorem. The proof i is omitted due to the space limi-

tations.

SaSu

Theorem 4. Suppose %>

max
i€V \S,JEV\(SU{i})
% Then, (i) if A = Q(2;n’l+1), it is a.a.s.
that 1 is perfectly de-anonymizable given S: (i) if A =
Q(Hnntn20n) - i s gas. that G is O-relatively de-

Sassu
2Inn+In2(6—e)n

anonymizable; and (iii) if A = Q( ' ), it is a.a.s.

Sa:Su

that G is (0, €)-relatively de-anonymizable.

V. SEED-FREE RD QUANTIFICATION

In the previous section, we studied seed-based RD quantifi-
cation. In this subsection, we study seed-free RD quantifica-



tion. Again, for simplicity, we first assume s, = s, = s and
then extend to the case that s, # s,,.

A. O-RD

Letl =ly, lp =lv,, ho = hy,, K = (1 — 0)n and o, be a
O-relative DA. Furthermore, let k € [1,0n] and 0,1 be a DA

such that % users are incorrectly de-anonymized. Define f, =
s((I4+1p)(1—hgs)—2hg(1—s))?
8((I+le)(1—hgs)+2he(1—s))

2he—lo—1
Theorem 5. If‘S > m
statistically, Pr(¥, < ¥
O-relative DA induces less edge difference than any DA which

incorrectly de-anonymizes some users in Vy.

Proof Sketch: Let Ey, = E \ Ey,. Then, according to the
edge difference definition, we have ¥, = U, By, T \IIU:TVO
for any o. Since we only focus on de-anonymizing the users
in Vjp, statistically, to prove Pr(V, < ¥, . ) T 1, it is

. We have the following theorem.

and fs = Q(%fbljkigg_k), then

owsr) — L ie, itis aas. that a
n— o0

sufficient to prove Pr(V, .p, < ¥, ,,.p,,) — 1 Thisis
n—oo

because ¥ .7— =
w2V statistically,n— oo

Let X = \IIO'K,:EVQ and ¥ = \Ifﬂwk:EVe be two random
variables. Furthermore, under o, let C C Vy and I C Vj
be the sets of users that are correctly and incorrectly de-
anonymized, respectively. Evidently, C UT =V, C NI =10,
and Fy, = Ec U E; U Ecgy. For ¢;; € Ep, it is a
transposition edge if (i,7), (j,1) € oxti. Let Ey = {e; jle;;
is a transposition edge under o} and m; = |E;|. Then,
my < k/2. Let mg = |Eg| = (g), mg = ‘Ec| = (aqfﬁk)’
m; = |EI| = (g), and me1 = |EC7[| = k(@n — k)
Now, Ve; ; € Ey,, it contributes one to X if it is existed
and sampled into exactly one of G* and G“. Thus, X ~

Y>> B(1,2p;;s(1 — s)). Similarly, Ve; ; € Ec U Ey, it
e; j€EYy,
contribfltes one to Y if it is existed and sampled into exactly
one of G* and G". Ve; j € Ec,; U (Er \ Ey), it contributes
one to Y if e; ; (or, o(e; ;)) is appeared in G* (or, G*) while
o(e; ;) (or, e; ;) is not appeared in G* (or, G%). Let ¢; ; =
we have YV ~ > B(1,2p;s(1 —

e;,j€EEcUE,
B(1, pijs(1—qi;s)+qijs(1—pi;s))-
eij€EEc, 1U(ET\Ey)

Let X' ~ B(1,
ei,;€Ec, 1U(ET\E})
2p; is(1 — 5)) < B(mer + m; — my,2hgs(1 — s)) and
Y ~ Z B(l,pi’js(l — Qi,js) + qi}js(l —
ei,]'EECYIU(EI\Et)
pi,;s)) > B(mer +mp — my,s(l + lp)(1 — hgs)). Thus,
Pr(X <Y)=Pr(X' <Y’). Let Axs and Ay be the mean
values of X’ and Y, respectively. Then, since s > %,
Axs < Ays. Thus, based on the Pedarsani-Grossglauser

— ’ 2
Lemma [9], Pr(X’' > Y’) < 2exp(—%) < 2exp(—
(Okn — k%2/2 — k)fs) < 2exp(—2lnn — 1) < L.
according to the Borel-Cantelli Lemma, Pr(X’' >Y’) — 0,
n
ie, Pr(X' <Y') =Pr(X <) = Pr(

statistically,n—oco
LG

OrtkiBvy”

Doyt 1(i),001r(5)>

s)) + 2

— 1.

n—00
In theorem 5, we quantified the condition such that

Ux+k)

TABLE I
DATA STATISTICS.

Name Type n m P d
Google+ SN 4,692,671 90,751,480 8.24E-6 38.7
LiveJournal SN 4,847,571 68,993,773 3.70E-6 17.9
YouTube SN 1,134,890 2,987,624 4.64E-6 5.3
Orkut SN 3,072,441 117,185,083  2.48E-5 76.3
Pokec SN 1,632,803 30,622,564 1.67E-5 27.3
Facebook SN 63,731 817,090 4.02E4 256
Flickr SN 80,513 5,899,882 1.82E-3  146.6
Foursquare SN 639,014 3,214,986 1.57E-5 10.1
Twitter SN 456,631 14,855,875 1.20E-4 548
Gowalla LSN 196,591 950,327 4.92E-5 9.7
AstroPh Collab 18,772 396,160 1.23E-3 22.0
Enron Email 36,692 183,831 3.19E-4 10.7
EuAll Email 265,214 420,045 1.35E-5 3.0
Skitter AS 1,696,415 11,095,298 7.73E-6 13.1
Gnutella P2P 26,518 65,369 1.86E-4 4.9
Pr(V,, < ¥, ,,) for any o). Now, we quantify the 6-

RD of G°. To achieve this, statistically, we need to show the
uniqueness of oy, i.e., #o,.4p such that ¥, . < ¥, . We
give the quantification in Theorem 6. The proof is omitted
due to the space limitations.

Theorem 6. If s >
Q(2lnn+(k+1)ln0n+l

2hg—lg—1 _
Rl ad fo =

k22— ), then statistically, it is a.a.s. that
Fo,.ys such that Voo oo < Yy, ie, it is aas. that G is
O-relatively de-anonymizable.

B. (0,¢)-RD
Now, we study the RD of G* when some error is tolerated.

We show the quantification in Theorem 7, where the proof is
omitted due to the space limitations.

Theorem 7. If s > % and fs =

Q(an&t(sz;)_l;z((jgf%wrl), it is aa.s. that G* is (0,¢)-

relatively de-anonymizable.

C. Extension: sq # Sy

In Theorems 5, 6, and 7, we consider the case
that s, = s,. When s, # s, let fo . =
((2—=1—lg)hgsasu+(lo—he)sa+(1—hg)s.)> .
g;g(le-i-hz)s:-&-(l-&-he):u—?Q-i-l—&-_lg)h:s.asu)' We quantify the RD of

¢ as follows. The proof is omitted due to the space limita-
tions.

.. S SqSu ho—l
Theorem 8. Stc;tlstlcally, (i) if o= > Fro (2=ly 1) and
_ 2lnn+1 y
fsa,su - Q(anfnkg/2—k)’ Pr(\I]Um < \IIG'K-Hc) n—_>>oo 1! (”)
cr SqSu hg—1 _ 2Inn+(k+1)InOn+1
Ay he(Q*lG*% and fs, 5. = U= =mzrm=r )
it is a.a.s. that @ is O-relatively de-anonymizable;

ho_e—1

ho - (2—To_ =) and fs, s, =
Q(““E;*_i’jﬁj}_‘gé‘j;jf”), it is a.a.s. that G* is (0,¢)-

relatively de-anonymizable.

and (iit) if et >

VI. LARGE-SCALE EVALUATION
A. Datasets

To validate our quantification techniques, we employ 15 real
world graph datasets (which are obtained from Stanford SNAP
[16]/ASU Data Repository [17], and have been used in the



latest quantification work [5], [8]) as shown in Table I, where
n indicates the number of nodes (users), m is the number of
edges (links/relationships), p is the graph density, and d is the
average degree of each node. The 15 datasets are generated
from various computer systems/services. We briefly introduce
the datasets as follows.

e Social Network Graph (SN). Google+ is a social
networking and identity service that is owned and operated by
Google. LiveJournal is a social networking service where users
can keep a blog, journal, or diary. YouTube is a popular video-
sharing service/website where users can share their videos with
friends, family, and the world. Orkut is a social networking
service which is designed to help users meet new and old
friends and maintain existing relationships. Pokec is one of
the most popular online social networking services in Slovakia.
Facebook is one of the most popular online social networking
services in the world, where users can create their profiles, add
other as “friends”, exchange messages, post status updates and
photos, share videos, and receive notifications when others
update their profiles. Flickr is an image and video hosting
website/social network service. Foursquare is a local search
and discovery mobile service which provides a personalized
local search experience for its users. Twitter is an online social
networking service that enables users to send and read short
140-character messages called “tweets”.

e Location-based Social Network (LSN) Graph. Gowalla
is a location-based social networking service, where users are
able to check in at “Spots” in their local vicinity, either through
a dedicated mobile application or through the mobile website.
e Collaboration (Collab.) Graph. AstroPh is from the e-print
arXiv and covers scientific collaborations between authors-
papers submitted to the Astro Physics category.

e Email Graph. Enron is an email graph that was originally
made public and posted to the web by the Federal Energy
Regulatory Commission during its investigation. EuAll is an
email graph that was generated using the email data from a
large European research institution.

e Autonomous System (AS) Graph. Skitter is an Internet
topology graph.

e P2P Graph. Gnutella is the network topology graph of
the P2P network Gnuttella.

B. Evaluation Methodology

To ensure that our results can be fairly compared with those
in [5], [8], we use the same evaluation setup as in [5], [8], i.e.,
we do not preprocess the employed datasets, e.g., removing
low-degree users. Furthermore, as in [5], [8], we assume s, =
sy = s for convenience. Note that this assumption does not
limit the generality of our evaluation. All the evaluations can
be extended to the case of s, # s, directly.

In our evaluation, we mainly focus on evaluating the impacts
of 6 and s on the inherent de-anonymizability of each dataset
using our quantifications in Section IV and Section V, i.e., how
theoretically de-anonymizable the users of each dataset are
with respect to their structural properties. Let = be a DA attack
without any computational limitation and = de-anonymizes G

leveraging G* by minimizing the edge difference function ¥,
defined in Section III. Therefore, the output DA scheme of =
is the mapping scheme o* such that ¢* = argmin ¥, i.e.,

o* has the minimum edge difference among all the possible
DA schemes?. Then, statistically, each evaluation result in this
section can be considered as the performance lower bound of
= under a specific setting of § and s.

C. Seed-based RD Evaluation

In this subsection, we evaluate the seed-based RD of the 15
datasets. The number of available seeds is assumed to be 50,
i.e., A = 50. To simplify the evaluation process, we take the
users with the top-50 degrees in each dataset as the seeds.

1) RD versus 0: When s = 0.6 and A = 50, we evaluate
the seed-based RD of each dataset with respect to different 6 as
shown in Table II, where each value indicates the percentage
of users that can be successfully de-anonymized. From Table
II, we have the following observations.

When 6 increases, the seed-based RD of each dataset de-
creases. For instance, when 6 = 0.05 (i.e., the target DA users
are the top-5% users with respect to degree), 100% of target
users of Google+ can be successfully de-anonymized, while
when § = 0.45 (the target users now are the top-45% users
with respect to degree), the successfully de-anonymizable
target users of Google+ are decreased to 60.1%. The reason
is that when 6 increases, more users with relatively low
degrees become target users of DA. However, less structural
information is available for the the new considered low-degree
users, and thus the RD of each dataset decreases.

Generally, the datasets with higher average degree (i.e., d)
and graph density (i.e., p) are more de-anonymizable than the
datasets with lower average degree and graph density. For
instance, as shown in Table I, Google+ has a similar size
with LiveJournal. However, Google+ has a higher average
degree/graph density than LiveJournal. According to Table
II, Google+ is more de-anonymizable than LiveJournal, e.g.,
when 6 = 0.3, 94.6% target users of Google+ can be de-
anonymized while 57.2% target users of LiveJournal can be
de-anonymized. This is because Google+ has a larger d/p,
and thus more structural information is available to uniquely
and correctly distinguish the users in Google+ compared to
LiveJournal.

2) RD versus s: When 0 = 0.5, the seed-based de-
anonymizability of the 15 datasets under different s is shown
in Table III, where each value indicates the percentage of target
users that can be successfully de-anonymized. From Table III,
we have the following observations.

When s increases, more users can be successfully de-
anonymized. For instance, when s = 0.4, 23.7% of the
target users of Google+ can be successfully de-anonymized
and when s = 0.7, the ratio of target users that can be

3Given G and G, it is intuitively that there are at most n! possible DA
schemes, i.e., at most n! mapping schemes from V¢ to V*. Then, if there is
no computational limitation on =, = can minimize W, by examining all the
n! possible DA schemes.



TABLE II
SEED-BASED DE-ANONYMIZABILITY ANALYSIS (s = .6, A = 50).

0= [ .05 .1 .15 2 .25 .3 .35 4 .45
Google+ 100% 100% 100% 100% 100%  94.6% 79.8% 68.7% 60.1%
LiveJournal 100% 100% 100% 88.7% 698% 572% 482% 41.4% 36.1%
YouTube 100%  98.1% 64.5% 47.6% 37.5% 308% 26.0% 223% 19.5%
Orkut 100% 100% 100% 100% 100% 100% 100%  98.5%  86.0%
Pokec 100% 100% 100% 100% 87.3% 714% 60.0% 51.5% 44.9%
Facebook 100% 100% 100% 100%  99.6% 84.6% 712% 612% 53.3%
Flickr 100% 100% 100% 100% 100% 100% 100% 100% 100%
Foursquare 100% 100%  99.9% 764% 602% 49.4% 41.7% 35.8% 31.3%
Twitter 100% 100% 100% 100% 100% 100% 100%  93.7% 81.9%
Gowalla 100% 100%  93.4%  69.0% 543% 445% 37.5% 322% 28.1%
AstroPh 99.9%  99.9% 99.9% 99.7% 953% 18.7% 662% 56.8% 49.5%
Enron 99.9%  99.9% 99.8% 84.8% 66.8% 548% 462% 39.8% 34.8%
EuAll 100%  79.0% 52.0% 385% 303% 249% 21.0% 18.1% 15.8%
Skitter 100% 100% 100%  76.6%  60.4% 49.5% 41.7% 359% 31.3%
Gnutella 99.5% 71.7%  48.6% 36.9% 29.9% 253% 22.0% 194% 17.5%

TABLE III
SEED-BASED DE-ANONYMIZABILITY ANALYSIS (6 = .5, A = 50).

s = [ .35 4 .45 .5 .55 .6 .65 Nd .75
Google+ 184% 23.7% 297% 36.6% 444% 532% 63.0% 74.0% 86.3%
LiveJournal 9.9% 132%  17.0% 213% 263% 31.9% 382% 451% 52.9%
YouTube 6.1% 7.9% 9.8% 120% 145% 172% 203% 23.6% 272%
Orkut 21.5%  291%  382% 489% 61.5% 76.0% 92.5% 100% 100%
Pokec 10.5% 145% 194% 252% 31.8% 39.5% 483% 58.1% 69.2%
Facebook 123% 174% 233% 302% 38.1% 47.1% 571% 682%  80.5%
Flickr 46.7%  623% 802%  99.5% 100% 100% 100% 100% 100%
Foursquare 9.3% 122%  154%  19.1% 23.1% 27.7% 32.6% 38.0% 43.8%
Twitter 23.6% 31.0% 39.5% 49.1% 60.1% 72.5%  86.4% 100% 100%
Gowalla 7.9% 105% 13.4% 16.8% 20.6% 24.8% 29.6% 349%  40.8%
AstroPh 9.6% 148% 205% 272% 349% 43.6% 53.4% 644% 76.5%
Enron 9.7% 131%  169% 21.0% 25.6% 30.7% 363% 425% 49.4%
EuAll 5.4% 6.8% 8.4% 101% 11.9% 14.0% 163% 18.7% 21.4%
Skitter 9.5% 123%  155% 1910% 232% 27.7% 32.8% 384% 44.7%
Gnutella 7.2% 8.3% 9.6% 11.3% 134% 16.0% 19.0% 22.6% 26.8%

TABLE IV
SEED-FREE DE-ANONYMIZABILITY ANALYSIS (s = .6).

0= [ .05 .1 .15 2 .25 .3 .35 4 .45
Google+ 100% 100% 100%  874% 75.8% 67.7% 61.6% 56.8% 52.9%
LiveJournal | 94.0% 63.6% 51.3% 442% 395% 36.0% 334% 312% 29.5%
YouTube 51.7%  34.8% 27.9% 23.9% 212% 193% 17.8% 16.6% 15.6%
Orkut 100% 100% 100% 100% 100% 100%  91.9% 85.0%  79.4%
Pokec 99.9%  73.3% 60.6% 53.0% 479% 44.1% 41.1% 387% 36.7%
Facebook 99.7%  98.3% 81.3% 69.8% 62.1% 56.4% 521% 48.6% 45.8%
Flickr 100% 100% 100% 100% 100% 100% 100% 100% 100%
Foursquare | 89.5% 59.0% 46.8% 399% 354% 320% 294% 274% 257%
Twitter 100% 100% 100% 100% 100%  99.1% 89.7%  822%  76.3%
Gowalla 732%  49.6% 39.9% 343% 30.6% 27.9% 258% 24.1% 22.79%
AstroPh 96.3% 85.0% 70.7% 61.7% 555% 50.8% 472% 443% 41.9%
Enron 97.1% 68.6% 541% 459% 404% 36.5% 33.5% 31.1% 29.1%
EuAll 46.4%  304% 23.9% 202% 17.8% 161% 147% 13.7% 12.8%
Skitter 91.1% 59.3% 46.8% 39.8% 352% 31.9% 293% 273% 25.7%
Gnutella 187% 17.4% 164% 157% 151% 147% 143% 14.0% 13.8%

successfully de-anonymized is increased to 74%. This is
because a large s implies more common edges are shared by
G* (the anonymized graph) and G* (the auxiliary graph), i.e.,
more structural similarity between G* and G*. Hence, more
users in G can be successfully de-anonymized leveraging the
increased structural similarity between G* and G*.

Even if s is small, a significant number of users within
each dataset can still be successfully de-anonymized, e.g.,
18.4% target users of Google+ and 46.7% target users of
Flickr can be successfully de-anonymized when s 0.35.

This demonstrates that structure-based DA is very powerful.
Therefore, in addition to protect the semantic information
carried by graph data, the data’s structural information is also
important and deserves dedicated consideration/protection.
Similar to analyze Table II, if a dataset has higher av-
erage degree and/or graph density, it is more vulnerable to
structure-based DA attacks, e.g., Flickr is more vulnerable than
Google+. The reason is the same as analyzed before: higher
average degree and/or graph density imply more structural
information can be used for conducting successful DA.



TABLE V
SEED-FREE DE-ANONYMIZABILITY ANALYSIS (0 = .5).

s = [ .35 4 .45 .5 .55 .6 .65 7 .75
Google+ 158% 20.6% 263% 329% 40.7% 498% 603% 72.6% 86.9%
LiveJournal 8.1% 109% 142% 181% 227% 28.0% 34.1% 412% 492%
YouTube 51% 6.5% 8.2% 102% 123% 148% 17.5% 20.6% 24.0%
Orkut 18.0% 25.0% 33.7% 447% 582% 748% 94.8% 100% 100%
Pokec 8.3% 11.7%  16.0% 212% 275% 35.0% 44.0% 54.6% 67.1%
Facebook 9.8% 142%  199% 262% 341% 434% 542% 66.8% 81.3%
Flickr 431% 60.1% 80.8%  99.9% 100% 100% 100% 100% 100%
Foursquare | 7.7%  102% 13.0% 164% 20.1% 243% 292% 345% 40.5%
Twitter 20.5% 274%  359% 457% 575%  713%  87.6% 100% 100%
Gowalla 6.5% 8.7% 112% 142%  17.6% 21.6% 261% 312% 37.1%
AstroPh 6.5% 11.6% 169% 232% 308% 39.8% 504% 628% 71.0%
Enron 7.9% 109% 144% 182% 22.6% 27.5% 331% 394% 46.5%
EuAll 4.5% 5.8% 71% 8.6% 103% 121% 141% 163% 18.8%
Skitter 7.9% 103% 131% 164% 201% 243% 29.1% 347% 41.0%
Gnutella 6.5% 7.4% 8.5% 9.8% 11.5% 13.6% 16.0% 19.1% 22.9%

D. Seed-free RD Evaluation

1) RD versus 0: When we fix s = 0.6, the seed-free RD of
the 15 datasets given different # is shown in Table IV. From
Table IV, we have the following observations.

Generally, all the datasets are completely or partially de-
anonymizable even if there is no seed information available,
i.e., the considered graph datasets are completely/partially de-
anonymizable based only on their structural information. For
instance, when 6 = 0.3, 94.6%, 84.6%, and 100% target users
of Google+, Facebook, and Twitter can be successfully de-
anonymized, respectively. This is because, as shown in our
de-anonymizability quantification, the structural information
associated with users (especially high-degree users) is suf-
ficient to uniquely distinguish them with a high probability.
Therefore, our seed-free RD quantification provides the the-
oretical foundation for the success of emerging seed-free DA
attacks, e.g., Bayesian-based attack [4] and optimization-based
attack [5].

When 6 increases, the target users of each dataset (except
for Flickr) become less de-anonymizable. For instance, 69.8%
target users of Facebook are de-anonymizable when 6 = 0.2
while 48.6% target users of Facebook are de-anonymizable
when € = 0.4. The reason is the same as analyzed in the seed-
based DA scenario: with the increase of 6, more relatively
low-degree users become to target DA users. However, less
structural information can be employed to de-anonymize the
relatively low-degree users, followed by the decrease of the
percentage of the de-anonymizable users in each dataset.

When comparing the results in Table IV (the seed-free
scenario) with the results in Table II (the seed-based scenario),
we find that each dataset is more de-anonymizable in the seed-
based scenario than that in the seed-free scenario, which is
consistent with the intuition given the same 6. For instance,
when 6 0.3, 84.6% target users of Facebook can be
successfully de-anonymized in the seed-based DA scenario
while 56.4% target users of Facebook can be successfully de-
anonymized in the seed-free DA scenario. Therefore, although
the carried structural information of graph data is sufficient
to conduct large-scale successful DA, we conclude that the
available seed information can improve the DA performance.

% of De-anonymized Users

% of De-anonymized Users

(b) SFRD vs CCS’14

Fig. 2.  Comparisons with state-of-the-art quantification techniques [5], [8].

Similar to the seed-based DA scenario, if a dataset has
higher average degree and/or graph density, it is also more de-
anonymizable in the seed-free DA scenario. Again, the reason
is due to the carried richer structural information.

2) RD versus s: When fixing 6 = 0.5, the seed-free RD of
the 15 datasets with respect to different s is shown in Table
V, from which we have the following observations.

Similar to the seed-based DA scenario, with the increase
of s, all the datasets become more de-anonymizable. For
instance, when s = 0.35, 15.8% target users of Google+ can
be successfully de-anonymized while when s = 0.75, 86.9%
target users of Google+ can be successfully de-anonymized.
The reason is also the same as in the seed-based DA scenario:



a large s implies G* is more structurally similar to G*, and
thus more users in G can be successfully de-anonymized
leveraging G™.

When comparing Table V (the seed-free scenario) with
Table III (the seed-based scenario), we find that each dataset
is more de-anonymizable when having seed information avail-
able. For instance, when s = 0.5, 49.1% target users of
Twitter can be successfully de-anonymized in the seed-based
DA scenario while 45.7% target users of Twitter can be
successfully de-anonymized in the seed-free DA scenario.
Again, the reason is straightforward: the available seed users
can provide more accurate auxiliary information in the DA.

Due to the same reason as analyzed before, the datasets
with the higher average degree and/or graph density are more
de-anonymizable than the datasets with lower average degree
and/or graph density.

E. Comparisons with State-of-the-Art Quantifications

In this subsection, we experimentally compare our Seed-
Based RD quantification (SBRD) with the state-of-the-art
seed-based de-anonymizability quantification technique in
[8], denoted by SBD, and compare our Seed-Free RD
quantification (SFRD) with the state-of-the-art seed-free de-
anonymizability quantification technique in [5], denoted by
SFD. Since the common datasets employed in [5], [8], and
this paper are Google+, LiveJournal, Orkut, Twitter, Gowalla,
Enron, and Skitter, we employ these 7 datasets to conduct
the comparative evaluation study. When comparing SBD and
SBRD, we select 50 top-degree users from each dataset to
serve as seeds. Furthermore, in all the evaluation, we set
s = 84 = Sy = 0.6 for convenience.

Leveraging the 7 datasets, we show the seed-based de-
anonymizability evaluation results of SBD and SBRD in
Fig.2 (a) and show the seed-free de-anonymizability evaluation
results of SFD and SFRD in Fig.2 (b). From Fig.2, we make
the following observations.

When comparing SBD with SBRD (Fig.2 (a)), we find
that all the 7 datasets are actually more de-anonymizable
under SBRD that under SBD. Therefore, the results implies
the seed-based DA conditions obtained in this paper are
more accurate/tighter than that in [8]. The reason is because
instead of considering all the users structurally equivalent, we
adaptively quantify the de-anonymizability of users according
to their structural importance.

Similarly, when comparing SFD and SFRD (Fig.2 (b)), all
the datasets are more de-anonymizable under SFRD than under
SFD, which implies our seed-free RD quantification technique
is more accurate than that in [5]. The reason is the same as
in the seed-based de-anonymizability quantification scenario:
adaptively considering users’ structural importance enables us
to quantify the de-anonymizability of graph data in a more
accurate manner.

Remark. For sparse graph datasets (e.g., LiveJournal), the
improvements of our relative quantifications are not very
significant compared with state-of-the-art quantifications. This
is because less structural information is carried by sparse

graphs, i.e., they are inherently more resistant to structure-
based DA attacks. The most notable contribution of our RD
quantifications is that we fundamentally/theoretically provide
more accurate/tighter seed-based and seed-free DA bounds for
anonymized graph data than state-of-the-art quantifications.

VII. CONCLUSION

In this paper, we study the structural importance-aware RD
quantification problem for graph data. Specifically, we quan-
tify both the seed-based and the seed-free RD of anonymized
graph data for both perfect DA (de-anonymizing all the target
users) and partial de-anonymizaiton (tolerating some DA error)
under a general graph model. In our quantification, instead of
treating all the users in a graph dataset as structurally equiv-
alent, we adaptively quantify their actual de-anonymizability
in terms of their structural importance. Leveraging 15 real
world graph datasets, we evaluate our relative quantifications
and compare them with state-of-the-art seed-based and seed-
free quantification techniques. The results demonstrate that our
structural importance-aware relative quantifications are more
accurate when measuring graph data’s real de-anonymizability.
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